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Question of the Month: Bots  

Q: What are ñbotsò and how do I prevent them? 
A: A ñbotò is a program that has been installed without a 
userôs permission for some malicious intent.  Bots are 
typically classified as Trojan Horse programs, which 
are related to viruses.  The most common bots are 
those that utilize your PC to send Spam email or to 
act as a gateway for a hacker to mask their trail for 
their own purposes.  Bots can replicate on their own 
infecting other PCôs or destroying your data.  To pre-
vent them, use current and up to date antivirus and 
anti-spyware software such as Windows Defender. 

 

STOP THE SPAM! 
Spam emails are a serious business concern. Over 90% of all email is classified as spam and the number one spam 
generating nation in the world is - yes, the US.  While great amounts of trash email comes from traditional spammers 
selling their wares, we see a trend of spam from ñzombieò PCôs infected with ñbotsò (see below article).  This technique 
uses PCôs infected with software that can cause them to be remotely controlled to send out spam at the hackerôs leisure, 
making you look like the spammer.  This is an easy way to cause your business to get on one of many ñblack listsò that 
block ALL email from your IP address, which can cause you to lose business, lose customers, frustrate users from 
ñbounce backò emails and greatly slow your network.  To prevent this, here are some easy  things to do: 
 

- Keep your PCôs up to date with latest Windows patches - un-patched PCôs are the primary target of spammers 
- Keep up to date antivirus running software on ALL computers including servers in continuous protection mode 
- Use anti-spyware software such as Windows Defender and Spy-Bot 
- Donôt fall for ñyour PC is infected, click hereò sort of messages from websites 
- Donôt open email from someone you do not know, and always delete suspicious messages 
- Donôt use company email for personal business - use your own email or do your business at home 
- Donôt load personal software on a company PC - the PC is the COMPANYôs property - not yours 
- Use the blind copy (BCC) when sending to large numbers of users to hide otherôs email addresses 
- TRAIN YOUR USERS to safeguard their email address and not reply to obvious spam emails 

 

Do you notice the theme?  Basically YOU can do a lot to prevent spam and the main prevention is USER TRAINING. 
These simple techniques go a long way to protecting your IT assets.  Companies should run  firewall or NAT software on 
their network and use anti-spam software such as that available in Microsoft Exchange or third party solutions from Sun-
belt Software or Barracuda in conjunction with Microsoft Outlook or Outlook Web Access on the PC.  Carnes Group has 
a methodology for cleaning and protecting PCôs and servers, using upwards of ten different tools.  If you think you have a 
Spam epidemic or viruses, Trojans horses or other bad things happening - CALL US.  Weôll get you fixed up and we will 
show you how to maintain your environment yourself or with our help. 
 
  

Yet another plug for Microsoft Response Point!  
If you are a small business of less than 50 people, YOU NEED Response Point! It is a turnkey, small-office Unified Mes-
saging Phone system that uses advanced Voice over IP (VoIP) and Speech Recognition technology from Microsoft.  A 
complete system with 10 phones can be implemented for about a third of the cost of a comparable traditional phone sys-
tem.  Get your voice mail in your email inbox !  Let us set up your system in ONE DAY! 

No, not New Orleans!  The Big Easy is a Microsoft incentive 
program that pays you for buying Microsoft licenses.  By pur-
chasing qualifying products between February 1, 2008 and 
June 27, 2008, you can earn partner subsidy funds from Mi-
crosoft. You then use your subsidy dollars to purchase addi-
tional services and products through the qualified Microsoft 
Partner of your choice.  This program is a great way to earn 
back money while upgrading your products - for example,  
Open Licensing is the best way to implement Office 2007 
AND you can earn money back at the same time!  For more 
info, see www.microsoftincentives.com/bigeasy. 
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